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The invention relates to a conditional access system for controlhng the access 
of receivers of end-users to data content transmitted from a data content source in an uplink 
system, said uplink system comprising a scrambler for scrambling the content supplied from 
the content source, an entitlement control message generator for generating entitlement control 
messages containing a control word and an entitlement identification and a transmitter for 
transmitting the scrambled content and the entitlement control messages, in which access 
system a descrambler, an entitlement control message decoder and means for recording 
entitlement identifications are associated to the receiver, and in which access system, if a 
match between the entitlement identification in the entitlement control message and the 
recorded entitlement identification exists, the entitlement control message decoder supplies a 
control word to the descrambler for descrambling a part of the received scrambled content for 
which the receiver is entitled. 

Such a conditional access system is known from the article "A single 
conditional access system for satellite-cable and terrestrial TV" pubUshed in IEEE 
Transactions on Consumer Electronics, Vol. 35, No. 3, August 1989, pages 464-468. 

For having access to an offered content item of information or data or television 
programs the end-user can buy an entitlement. Such an entitlement gives the right to access a 
predefined program or service. The known conditional access systems control access to the 
content based on bought entitlements. 

Such known conditional access systems have the disadvantage that after an 
entitlement has been bought, it is not possible for the end-user to influence this right, other 
than by requesting the entitlement to be cancelled. 

The invention has the object to provide a conditional access system of the 
abovementioned kind, in which more user influence is allowed. 

This object is achieved by the invention in that the content is subdivided into 
scenes having their own scene identification and the uplink system is provided with a scene 
identification generator connected to the entitlement control message generator for 
incorporating the scene identifications in the entitlement control messages and that means are 
provided for registering the accessed scenes at the receiver. 
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By the division of the content in scenes the end-user has the possibihty to 
interrupt watching of a (television) program or other service and to continue watching at a 
more appropriate moment when that same program is broadcasted again. The end-user could 
be charged for those parts of a service that he has actually accessed. 

The invention will be explained further by reference to the enclosed figure 
showing the architecture of a preferred embodiment of a conditional access system according 
to the invention. 

A service is a sequence of programs under the control of a broadcaster which 
can be broadcasted as part of a schedule. The service is the central referenced entity. 

According to the invention a further entity is introduced, which is called scene 
hereafter. Scenes divide content into separate parts. 

The scenes may be defined on the basis of time (e.g. each scene lasts 5 
minutes), on the basis of the amount of data (e.g. each scene represents 1 MByte of data), or in 
a content related way (e.g. each scene represents a web-site in a broadcast data carrousel). 
Each scene is identified by an identification, hereafter called scene number. 

By the introduction of scenes two new types of conditional access could be 
implemented, i.e. divisible pay-per-view and pay-per-use respectively. Divisible pay-per-view 
allows the end-user to interrupt watching of a pay-per-view (television) program and to 
continue watching at a more appropriate moment when that same program is broadcasted 
again. In case of pay-per-use, the end-user pays only for those parts of a (television) service he 
has actually accessed. Pay-per-view will be called PPV and pay-per-use PPU hereinafter. 

The abovementioned types of conditional access could be implemented in a 
prior art conditional access system, which implementation is described hereafter. 

Prior art conditional access systems use entitlement control messages for 
controlling the access to an offered content item and entitlement management messages for 
storing the bought entitlements at the end-user. 

In conditional access systems several types of entitlements exist. 

A subscription entitlement gives access to a (range of) service(s), while a pay- 
per-view (PPV) entitlement gives access to a (range of) specific program(s) in a service. A 
PPV-entitlement could be considered as a limited subscription entitlement. 

As shown in the figure the uplink system 1 of the conditional access system 
comprises an ECM generator 2 to the inputs of which a scene number generator 3 and a 
control word generator 4 are connected. The uplink system 1 further comprises a content 
soxu'ce 5, of which the output is connected to a scrambler 6. 
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At the end-user location a receiver 7 is provided, which comprises a 
descrambler 8. Furthermore, at the end-user location a smart card 9 is provided, which 
comprises an ECM decoder 10. The smart card 9 has a PPU entitlement part 1 1 comprising a 
scene number storage 12 and a scene comiter 13. The divisible PPV-entitlement part 14 of the 
5 smart card 9 comprises a scene number storage 15. A content sink 16 is connected to the 
descrambler 8 and receives descrambled information. 

The scene numbers provided by the scene niunber generator 3 and the control 
words provided by the control word generator are supplied to the ECM generator in order to 
generate ECM's, each containing a control word, entitlement identification and scene number. 
10 The scene nixmbers are sequential, but they are reset at the start of each 

program. After a number of new control words, a new scene number is generated. As shown in 
the figure the ECM's are transmitted firom the uplink system to the smart card by means of a 
transmitter not shown. Said ECM's are decoded by the ECM decoder 10 in the smart card 9. 
The smart card 9 does so only if the end-user has previously bought the right (an entitlement) 
15 to access that content. For security reasons, the control word often changes value. 

According to the invention scenes are defiined, which divide content into 
separate parts. Scenes may be defined on the basis of time (e.g. each scene lasts 5 minutes), on 
the basis of the amount of data (e.g. each scene represents 1 MByte of data), or in a content 
related way (e.g. each scene represents a web-site in a broadcast data carrousel). Each scene is 
20 identified by a scene mmciber and this number is incorporated in the ECM. 

The smart card keeps track of the scenes for which it has decoded ECM's. 

Divisible pay-per-view can be implemented by registering which scenes have 
been accessed and which have not. Preferably the scene numbers are sequential. Further, 
scenes numbers are assigned in the same way each time the same program is broadcast. 
25 Pay-per-use can be implemented by counting the number of different scenes 

that were accessed. This number is later reported by the smart card of the end-user to the 
uplink system for the purpose of billing. 

Pay-per-use can be used in a different way as well, viz. to reward the end-user 
for accessing (and hopefixUy watching) content. For this purpose ECM's contain a flag that 
30 indicates that the scene counter decrements if the scene is accessed. 

In case of divisible PPV and sequential scene numbers the control word is 
provided to the descrambler 8 in the receiver 7 if there is a match between ECM and stored 
entitlement and if the scene number in the ECM is not lower than the scene number recorded 
in the entitlement. Also, the scene number of the ECM is recorded in the divisible PPV 
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entitlement part. If the scene number in the ECM is lower than the scene niraiber in the 
entitlement part, then the end-user tries to access the same scene for the second time when a 
program is rebroadcast and no control word is provided. 

In case of PPU, the smart card decodes the ECM and provides the control word 
to the descrambler 8 of the receiver 7 if the entitlement identifications match. Also, the scene 
number of the ECM is recorded in the PPU entitlement part 12. If the scene number is 
different fi-om a previously recorded scene nvunber, the end-user is accessing a new scene and 
the scene counter 1 3 is incremented by 1 . In this way the scene counter 1 3 registers the 
niunber of accessed scenes and serves as a basis for billing the end-user. 

In case of pay-per-use (PPU), the number of scenes that has been accessed on 
the basis of a PPU entitlement is registered in the smart card for the purpose of billing. The 
number of accessed scenes can be reported in any known way. 

A scene may represent an amount of time or a number of bits. Scene nimibers 
are incorporated in ECM's, so that a scene comprises one or more control word intervals. 

A description of an example of an implementation follows. 

PPU subscription ECM's include a scene nimiber object <scene-nr>. The length 
of the scene number is 3 bytes. The scene number breaks down into 2 parts. The 2 least 
significant bytes count scenes in a program. This is relevant for divisible (I)PPV, as will be 
explained below. The most significant byte coimts programs of a service. This is relevant for 
PPU. The least significant bytes are reset at the start of each program. The most significant 
byte is reset at regular intervals. (It is allowed that the most significant byte of the scene 
nimiber loops,). 
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1 . Conditional access system for controlling the access of receivers of end-users to 
data content transmitted from a data content soxirce in an uplink system, said uplink system 
comprising a scrambler for scrambling the content supplied from the content source, an 
entitlement control message generator for generating entitlement control messages containing 

5 a control word and an entitlement identification and a transmitter for transmitting the 
scrambled content and the entitlement control messages, in which access system a 
descrambler, an entitlement control message decoder and means for recording entitlement 
identifications are associated to the receiver, and in which access system, if a match between 
the entitlement identification in the entitlement control message and the recorded entitlement 

10 identification exists, the entitlement control message decoder supplies a control word to the 
descrambler for descrambling a part of the received scrambled content for which the receiver 
is entitled, characterised in that the content is subdivided into scenes having their own scene 
identification and the uplink system is provided with a scene identification generator 
cozmected to the entitlement control message generator for incorporating the scene 

15 identifications in the entitlement control messages and that means are provided for registering 
the accessed scenes at the receiver. 

2. Conditional access system according to claim 1, wherein the scene 
identifications are sequential. 

20 

3. Conditional access system according to claim 1, wherein the scene 
identifications are identically assigned to repeatedly transmitted contents parts. 

4. Conditional access system according to claim 2, wherein the entitlement control 
25 message decoder is arranged such that the control word is provided to the descrambler if the 

entitlement identification in the entitlement control message and the recorded entitlement 
match and the scene identification in the entitlement control message has a lower order in the 
sequence than the scene identification recorded in the entitlement. 
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5. Conditional access system according to claim 2 wherein the entitlement control 
message decoder is arranged such that the control word is provided to the descrambler if the 
entitlement identification in the entitlement control message and the recorded entitlement 
match and the scene identification in the entitlement control message is equal to the scene 

5 identification recorded in the entitlement. 

6. Conditional access system according to claim 2, wherein the entitlement control 
message decoder is arranged such that the control word is provided to the descrambler if the 
entitlement identification in the entitlement control message and the recorded entitlement 

10 control message has a higher order in the sequence than the scene identification recorded in 
the entitlement. 

7. Conditional access system according to claim 1, wherein a scene counter is 
associated to the receiver and is incremented by 1 if the entitlement identifications match and 

1 5 the scene identification in the entitlement control message is different fi"om a previously 
recorded scene identification. 

8. Conditional access system according to claim 1, wherein the division of the 
content in scenes is related to time. 

20 

9. Conditional access system according to claim 1, wherein the division of the 
content in scenes is related to amount of data. 

10. Conditional access system according to claim 1, wherein the division of the 
25 content in scenes is related to subcontents. 

1 1 . Conditional access system according to claim 1 , wherein one or more of the 
means associated to the receiver are implemented on a smart card. 

30 12. Uplink system suitable for a conditional access system according to claim 1, 

comprising a data content source, a scrambler for scrambling the content source, an 
entitlement control message generator for generating entitlement control messages containing 
a control word and an entitlement identification and a transmitter for transmitting the 
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scrambled content and the entitlement control messages, wherein a scene identification 
generator is connected to the entitlement control message generator. 



13. Receiver suitable for a conditional access system according to claim 1, 
comprising a descrambler, an entitlement control message decoder and means for recording 
entitlement identifications, wherein means are provided for registering the accessed scenes at 
the receiver . 

14. Smart card suitable for a conditional access system according to claim 1, 
comprising a pay-per-use entitlement part including a scene number storage and a scene 
counter 13. 

15. Smart card suitable for a conditional access system according to claim 1, 
comprising a divisible pay-per-view entitlement part including a scene nimiber storage. 

16. Smart card suitable for a conditional access system according to claim 1, 
comprising a decoder for decoding received entitlement identifications into control words. 
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(57) Abstract: A conditional access system 
for controlling the access of receivers of 
end-users to data content transmitted from 
a data content source in an upUnk system. 
The uplink system comprises a scrambler 
for scrambling the content supplied from the 
content source, an entitlement control message 
generator for generating entitlement control 
messages containing a control word and an 
entitlement identification and a transmitter 
for transmitting the scrambled content and the 
entitlement control messages. A descrambler, 
an entitlement control message decoder and 
means for recording entitlement identifications 
are associated to the receiver. The entitlement 
control message decoder supplies a control 
word to the descrambler for descrambUng 
a part of the received scrambled content for 
which the receiver is entitled, if a match 
between the entitlement identification in the 
entitlement control message and the recorded 
entitlement identification exists. The content is 
subdivided into scenes having their own scene 
identification. The uplink system is provided 
with a scene identification generator coimected 
to the entitlement control message generator 
for incorporating the scene identifications in 
the entitlement control messages. Means are 
provided for registering the accessed scenes at 
the receiver. 
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